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General Objectives:

After the completion of the study of this subjetidents should be able to

1.

oW

Knows the concepts & basic vocabulary of netwokdusigy, organization policy &
security infrastructures .

Knows the various cryptographic algorithms & pratiscalong with hardware &
software security

Knows how intursion detection systems works

Knows about WAP security & security issues with VT L

Knows about the laws involved in security and pedic

Specific Objectives:

1

Introduction

Need for network security

Learn the management and security principles

Learn the various security attacks

Learn the qualities of a good network

Organization policy & security

learn the various policies and standard

Design a security plan

Security Infrastructures

Learn about the infrastructure components & catego




Learn the goals of security

Design guidelines for providing security
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Learn the various terminologies used in cryptogyap

Know the various encryption methods & how they kvor

Learn various methods used in secret key crypfugy, secret key
cryptography, Hashing, public key cryptography digital signatures
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Learn the infrastructure of IDS
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Learn about various IDS

Disingvish between Anomaly and signature detection

Learn the classification of detection
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Learn the fundamental concepts of security

Learn to identify and aunthenticate

Learn the ways of Aunthenticated user identity

Learn the policy involved in access control

Learn security requirement

Learn the model for network security

Learn the general vulnerabilities

Comprehend the attacks on internet protocol atainet services

Know the catagories of malicious softwares

Understand concepts of firwalls and their types
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Learn about WAP

Learn the goals of WAP security

Learn the security issues WTLS

Learn wireless network architecture and variousigaration

Learn to use the technology concern to WLAN asdécurity

Security and Law

Learn the regulation made by india

Learn the IT act Contract act , Copy right acht@ction act and relief act

Comprehend the initiatives taken by GOVT
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Internet Governance and Electronic Mail policy

Learn the various network security acpects in ¥egamance




Learn security monitoring tools

Understand how E mail works

Learn the various internet Mail protocol

Learn the E mail Threads and an organastion faces

Comprehend the need for E mail policy

Learn to create and publish Email policy
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Model Question Paper

Note: 1. Section —I is compulsory.
1. Answer any TWO questions from each remaining Sestio
Section — |

1. a) Fill in the blanks with appropriate word/s

b) Describe the Trusted OS
Section -1l
2. a) Why network security is needed and How &ntain
b). Explain Information policy and their Clagsation

3. a) Explain the Goals of security infrastruetu

3 Hours

Marks

5X1=5

10



b) With a neat diagram explain Feistel Cipgucture and its design elements

4. a) What are the requirements of Hash function
b) Explain RSA algorithm with example
Section — 11l
5. a) Write a short note MD5 message digest
b) Explain the various hardware securities
6. a) Explain pretty good privacy

b) Describe the classification of IDS

7. a) Write a note on Signature detection
b) Explain pocket filtering Firewall
Section — IV
8. a) Explain limitation of Firewall
b) Explain the model for Network security
9. a) What is access point? Explain access peargy

b) Explain several ways to configure WLAN
10. a) Explain indian copy right act

b) Explain how to publish an E mail policy fn organization
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